ABSTRACT The Internet of Things (IoT) is widely valued by governments, academia, and industry for its huge application prospects. The core concepts of IoT are perception, control, transmission, and intelligence. It uses technology to achieve the synergy between objects and objects, people and things, and people and people so that the sensor network, the Internet and mobile communication network are based on the formation of a larger complex network system. First, a high order voting algorithm for object-networked control is proposed. In this paper, the algorithm redundancy design method for an industrial control network is studied, and the importance of the algorithmic level heterogeneous redundancy is discussed. The most popular voting algorithms are improved, and an improved majority voting algorithm is proposed. Then, it is compared with the standard majority voting algorithm and the median voting algorithm, which proves that the improved algorithm has higher accuracy and output efficiency. Then, a new security key pre-distribution scheme based on the elliptic curve is proposed, which uses different base points of the elliptic curve as the seed key group, and the probability of two neighboring nodes sharing the same private key is large by selecting the appropriate private key ring size. Other neighboring nodes that do not share the private key can secure communications through the intermediate nodes using the path key, thus guaranteeing the security of the entire sensor network's private communications. The simulation results show that the proposed scheme has good network connectivity and defensive.
I. INTRODUCTION
The Internet of Things is a complex system technology that can be used to generate, transmit and apply information according to the principles of information generation, transmission and application. The Internet of Things is divided into three layers: the perception layer [1] , the network layer and the application layer. Figure 1 shows the three layers model of the Internet of Things.
(1) Perception layer. The perception layer is the bridge between the communication information world and the physical world. It is the core technology of the Internet of Things. The perception layer includes not only information such as the RFID and wireless sensor, but it also contains a variety of intelligent electronic products used to generate information artificially.
(2) Network layer. The network layer's role is to connect the perceptual layer data to the Internet and provide it to the application layer. The Internet is the core network of the Internet of Things, and all kinds of wireless networks on the edge provide Internet access services anytime and anywhere.
(3) Application layer [2] . This layer can be further divided into the management service layer and industry application layer. The management service layer uses intermediate software to achieve the perception to isolate and dock hardware and application software, and it uses data mining, intelligent decision computing and intelligent data processing technology to provide industrial application layer security of the network's management and intelligent services [3] .
With the rapid development of various supporting technologies in the Internet of Things, its security problems are becoming increasingly more important. For example, in ecommerce, health care, business transactions and other applications, users' private information is extremely sensitive and needs to be protected. Therefore, how to use the security technology to realize the privacy protection of the Internet of Things is a new issue that needs to be studied. The IoT control system is the center of the whole network system and is used for the centralized storage and treatment to receive all kinds of information4]. The algorithm is the core of the control system, and this part of the security is very important since realizing the security of the algorithm can realize the safety of the whole control system [4] .
II. PROBLEM STATEMENT
At present, security issues have become an important factor impeding the further development of the IoT. If its security cannot be fully guaranteed such that the personal information in the Internet of Things system, military secrets, and trade secrets and are likely to be stolen or used, this will seriously affect individual privacy, economic security, military security and national security. The connotation of information security with the rapid development of information technology is extending continuously, and giving it a precise definition is not easy. In the context of the development of the Internet of Things, it can be interpreted as follows: under the condition of the set security level [1] , it is the ability of the information system to resist the accidents or malicious behaviors in which the behaviors of these events endanger the storage, transmission and processing of information, and the services provided by these systems protect their availability, confidentiality, integrity, non-repudiation, controllability, etc. The main content of IoT security research is shown in figure 2. With the rise of the Internet of Things, there will be increasingly more private information transmitted through wireless sensors. Therefore, they must be preserved for communication among the wireless sensor nodes in order to achieve the purpose of privacy protection. Security key management applied to the security of the wireless sensor network and privacy protection is the most basic requirement, including the resource constraints of the wireless sensor networks, and the security key management scheme based on early allocation in a variety of different security key management scheme must have outstanding performance [5] . The research on the safety technology of the IoT mainly includes the following four aspects.
(1) Security Architecture of IoT The main research contents of the security architecture of IoT include the network security model, network security threat and evaluation standard. By analyzing and estimating the potential attackers, the aim and means of the attack and the consequences, this paper proposes a hierarchical decision scheme [2] . According to the analysis of the factors that threaten the security of the Internet of Things, the network information resources that need to be protected are determined, and the network security standard used to evaluate the security situation is also constantly applied to improve the basis of the security of the networking.
(2) Network security protocol for Internet of Things The research of the Network security protocol of the IoT mainly includes the Secure electronic transaction of the Application layer protocol, the Secure Sockets Layer protocol of the Transport layer, the IP Security protocol of the Network layer, and their applications in the IoT environment [6] .
(3) Network Security protection Technology The main research contents include intrusion detection and protection technology, firewall technology, network attack forensics technology, anti-virus technology and security audit technology.
(4) Cryptography and its application in the Internet of Things
The main research contents include the Public key cryptosystem, the symmetric cipher system, PKI technology, message authentication and digital signature technology, information hiding technology, and digital identity authentication technology based on this research [7] .
From a technical point of view, there are two ways to improve the safety and reliability of the system. The first method is to adopt the right technology that allows the system to avoid errors based on the current hardware and software security constraints of the reliability level and the process level, which have considerable limitations. The second method is to assess the fault tolerance in the system's design to improve the safety and reliability of the system's functioning. There are many kinds of technology to realize fault tolerant measures and methods, but the most commonly used and the main method is redundant technology, through which some redundancy is added in the system's resources to improve the safety and reliability of the system as a whole. Therefore, we can adopt the algorithmic redundancy technology to realize the security and reliability of the algorithm in the control system [8] .
III. A STUDY ON THE DESIGN METHOD OF THE ALGORITHM FOR THE INTERNET OF INDUSTRIAL CONTROL A. ALGORITHM IS INTRODUCED
The IoT control system is the center of the whole network system. It is used for the centralized storage and treatment to receive all kinds of information, and as such the algorithm is the core of the control system. This part of the security is very important since realizing the security of the algorithm can realize the safety of the whole control system.
At present, there are many standard voting algorithms, which mainly include the majority voting algorithm, median voting algorithm, weighted mean voting algorithm, etc. These voting algorithms have their advantages and disadvantages. For example, when the system demands high availability, the median voting method is the most applicable algorithm. Most voting methods are the most applicable voting algorithms when the system requires high security and requires as few errors as possible [9] .
The input data of the system is input to the three algorithms simultaneously. After receiving the input data, the three algorithms will perform their respective operation processing, and the three results will be output after processing. The three results are sent to the voting arbitration module for a vote. After the vote is completed, the result of the vote is obtained as the final output of the system.
B. THE SIMULATION RESULTS
Due to the randomness and uncertainty of the actual system output, in order to verify the effectiveness of the proposed improved algorithm in the actual application, we designed the detailed simulation experiment to verify the algorithm. In reference to the experiment of latif-shabgahi et al., the set of signal sources are modeled in the experimental environment of Matlab. In this paper, the improved algorithm, the majority voting algorithm and the median voting algorithm are tested and compared in the three-mode redundancy system, and the test results are analyzed [10] .
In the concrete experiment, in order to reach the effect of uniform error injection, we use a formula with the output of three injections to random values within the range as a result of the wrong P for error magnification. We set the interval for P, the majority voting algorithm threshold factor as 30, the probability that the improved algorithm threshold beta as 60%, the disturbance of each signal source are independent of each other, and then use the majority voting, the median vote, and vote on voting algorithm in this paper [11] . convenience of the presentation, the test results diagrams use ima, ma, and me to respectively represent the improved voting algorithm of this paper, the standard majority voting algorithm, and the median voting algorithm [12] .
As seen from the results of the graph, the improved voting algorithm has higher accuracy than the standard majority voting algorithm. It can be seen from the figure that the improved voting algorithm is lower than the standard majority voting algorithm and the median voting algorithm. Moreover, it can be seen from the figure in which the voting algorithm is compared with the majority voting algorithm in the case of can't vote has great improvement because the median voting algorithm cannot output cannot vote signals (namely, the constant to do so; thus, it is not marked in the figure) . Through the analysis of the three figures, the change of the curves and the comparison, we may safely draw the conclusion that this paper improved the majority voting algorithm, handled the standard vote majority voting algorithm, improved the algorithm with the most standard vote majority voting algorithm that transformed to the output state, and maintained a higher than standard majority voting algorithm that is more correct with a relatively low error rate [13] . This proves the validity of the proposed improved majority voting algorithm and, compared with the increase of magnification, the better performance of the improved algorithm in this paper [13] .
C. ALGORITHM IMPROVEMENT
As the most widely used redundant voting algorithm, the majority voting algorithm has been optimized and improved by increasingly more researchers. This section combines the three kinds of majority voting improvement algorithms, and then proposes a high-order voting algorithm that employs a second-order redundant voting under the condition that the existing three voting algorithms have inconsistent output results.
For those systems with very high security requirements, we propose a high-order voting algorithm for secondary redundant voting. It is designed to improve the three different majority voting algorithms and then use them as a voting algorithm. When the algorithm is adopted, voting is performed and the results are output simultaneously. In the case that the three voting algorithms can output the voting results and the voting result gap exceeds the acceptable threshold, for the three voting results obtained by the second proposed method, it will be able to get more reliable and accurate results [14] .
It is worth noting here that when voting for the first time, among the three voting algorithms used, only the majority median voting algorithm must have an output result, while the smooth majority voting algorithm and the majority-weighted mixed voting algorithm may not output a vote signal. Then, whether or not the second vote can be decided depends on the results of the first three voting algorithms. The status table for the second vote can be shown in table 1. 
D. CONTRAST EXPERIMENT
To verify the practicability of the high order voting algorithm, this section designs comparative analysis experiments. The simulations occur in the MATLAB environment, and the sets of signal sources are the same. In this paper, the improved algorithm, the majority voting algorithm and the median voting algorithm are tested and compared in the three-mode redundancy system, and the test results are analyzed. In the concrete experiment, in order to reach the desired error effect, hook injection is applied using the formula that outputs the three injection error of S1, S2, and S3. The Si is in the range of random values, p is used for error magnification, and we set the range of p.
In this experiment, the threshold value of the majority voting algorithm is set to 50, and the probability threshold of the improved algorithm is 60% [15] . For the first time, a smooth majority voting algorithm was adopted, the majority of the mixed vote algorithm was adopted, and the majority weighted mixed voting algorithm was voted on. In the case of the three voting methods, the outputs of the three votes are obtained, and then the majority voting algorithm proposed in this paper is adopted for a second vote. To maintain the consistency of the experiment, the voting results are also compared with the results of the standard majority voting algorithm and the median voting algorithm [16] . Fig. 8 and Fig. 9 are the comparisons of the test results of the high order voting algorithm, standard majority voting algorithm and median voting algorithm. For the convenience of presentation, the test result diagrams use the secant, ma, and m respectively to represent the higher order voting algorithm, the standard majority voting algorithm, and the median voting algorithm. The accuracy of the higher order voting algorithm is higher than the standard majority voting algorithm. In figures 6-5, the error rate of the higher order voting algorithm is basically the same as the majority voting algorithm of the standard method [17] , which is not increasing. In figures 6-7, the unvoting rate of the higher order voting algorithm is basically consistent with the majority voting algorithm of the standard. The cannot vote algorithm of the higher order rate is restricted by a voting algorithm [18] , can reach the standard and the majority voting algorithm has almost the same effect, which also proves the security of the algorithm. The median voting algorithm is also not listed in the figure. The above three contrasting graphics effectively prove that we have proposed a higher order accuracy and security of the voting algorithm, and it is thought that is a good way to prove this high security voting system to meet the demands of accuracy and reliability [19] .
IV. WIRELESS SENSOR NETWORK SECURITY KEY PRE-ALLOCATION SCHEME BASED ON ELLIPTIC CURVE A. PLAN IMPLEMENTATION
The scheme uses the base point on the elliptic curve as the seed key, performs a multiple point and point addition operation based on the seed key to generate a private key ring, and then pre-allocates the private key ring to each sensor node before deploying the WMSN [20] . Any pair of adjacent nodes sharing at least one private key will be able to establish a secure connection. Compared with other existing similar schemes, the proposed scheme can achieve a more secure connection, and the scheme can improve the probability of sharing the private keys by selecting the appropriate parameter values and the appropriate private key ring size. The key pre-distribution scheme includes 3 different phases: the key generation phase, the key pre-distribution phase and the key negotiation phase [21] . In the key generation phase, the base point on the curve is generated by selecting the appropriate elliptic curve and the corresponding parameters, which is the seed key assigned to each node. The next phase is key pre-allocation in which a private key ring is generated based on the seed key via the point-multiply and point-add operations. This private key ring is pre-assigned to each sensor node before the WMSN's deployment [8] . VOLUME 6, 2018 If there is at least one common private key between two adjacent nodes, then they can establish a secure connection, but if two adjacent nodes cannot find a common private key, then they need to go through the intermediate node (path key) to establish a secure connection indirectly [22] . Definition 2 link key: If there is at least one same private key between two adjacent nodes, then they can establish a secure connection. This private key that can directly form a secure connection between adjacent nodes is called the link key.
Definition 3 path key: If two adjacent nodes do not have the same private key, then they must establish a secure connection indirectly through the shared private key between the intermediate nodes [23] . This private key is used to build the secure connection between adjacent nodes. They are collectively referred to as path keys.
The specific implementation steps of the program are described as follows:
Step 1: Select the elliptical curve according to the type of WMSN application,
Step 2: Select the appropriate values of the odd prime p and the coefficients A and B of the elliptical curve [24] ,
Step 3: Generate the base point on the elliptical curve as the seed key of the sensor node,
Step 4: generate a corresponding private key ring through the double point calculation based on the seed key [25] ,
Step 5: Pre-allocate private key rings to each sensor node before the deployment of the WMSN,
Step 6: Two adjacent sensor nodes establish a secure connection directly through a link key, and
Step 7: Two adjacent nodes that do not directly share the private key establish a secure connection indirectly through the path key.
The main steps of this paper include the following: the selection of the elliptical curve's parameters, the generation of the seed key based on the elliptical curve, the private key ring is generated by the double point operation of the seed key and pre-allocated to each node before the WSN deployment, and the establishment of secure connections between adjacent nodes. According to the application scale of the WSN, the parameters of the elliptical curve are selected, and these parameters usually include the values of the odd prime number p and the coefficients A and B of the elliptical curve [26] . For a sensor network composed of n nodes, the value of the odd prime number p is a minimum prime number greater than n. If there are 40 sensor network nodes, the p value is 41, and it is the smallest prime larger than 40. Therefore, 41 can satisfy formula 2.10's basis points on the elliptical curve such that each sensor node can be assigned to one of the basis point keys as a seed. Among them, the coefficient values A = 1 and B = 2 meet the following inequality [27] . Before each sensor node's deployment, it will be pre-allocated a private key, and based on it and the seeds of the key ring, the private key ring is stored in the node's memory. It can also be used for other scale WSNs, seed key generated groups and private key rings, as in table 2 and table 3 . They are simulated using 60 network nodes that need to use the seeds of the key group and private key ring (k = 10).
Before deploying WSNs to pre-allocate private key rings to each node, when two nodes have at least one same private key, they can establish secure connections. Assume that each sensor node stores k private keys (the length of the private key ring), and a total of j on elliptical curve can be used as seed key points. Then, the probability of two nodes share a private key can be calculated by the following formula:
(1)
Formulas (1) and (2) can be combined into formula (3).
J is the size of the seeds of the key, k is the size of the private key ring, is the probability that two nodes share the private key, and is the probability that two nodes do not share the private key. As is seen in [28] , increasing the parameter k can increase the number of key links, and improve the connectivity of WSNs.
B. SIMULATION ANALYSIS
Compared with other public key cryptosystems, the key of the elliptic curve cryptosystem is shorter, which makes the solution greatly reduce the requirements for energy consumption and memory capacity. In this scenario, each node will be randomly assigned a seed key. This random seed key is only one of many base points on the elliptical curve.
Before deploying the WMSN, it is also necessary to generate a private key ring based on the seed key through an elliptical curve multiplication operation. After the WMSN is deployed, if there is at least one private key that can be shared between adjacent nodes [29] , then they can establish a secure connection. The Shan scheme and the scheme in this paper are selected for connectivity and defensive simulation tests [30] . The reason why the Shan scheme is compared with the scheme in this paper is because the scheme proposed in this paper has the same points as the Shan scheme. For example, none of them consider the existence of factors such as deployment information, clusters, cluster reorganization, and key operations.
In the NS-2 simulator, random network graphs with 40 and 60 nodes are generated [31] . The connectivity tests the probability of sharing at least one private key between two sensor nodes and the relationship between different private key ring sizes can confirm that the greater the private key ring is, the higher the probability that sensor nodes share link keys. In addition, there may be a variety of malicious attacks in the WMSN, such as random attacks and brute force attacks [32] . By emulating these malicious attacks to test this scenario, the defensive performance of the solution can be tested.
C. CONNECTIVITY
Connectivity refers to the probability of sharing a link key between adjacent nodes of WSNs, and the greater that the probability is, the better the network security connectivity, and vice versa. Figure 9 and figure 10 are the connected schematic diagrams of the private key ring sizes of 8 and 12, respectively, in 40 node scenarios. As shown in figure 9 and figure 10 , when the network size is constant, increasing the size of the private key can increase the connectivity of the network. In view of the relation between the size and connectivity of private key ring, a large number of simulation experiments (including the Shan scheme) have been done, and the results are shown in figure 11 . It can be found from the result graph that, with the increase of the private key ring, the probability of sharing the link key is also increasing.
Therefore, the WSNs corresponding to a given scale can select the best value of the private key ring based on the connectivity required. From table 1, the seeds can be seen, and the keys O (1, 2) and O (21, 10) based on the double point of operation in three out of ten private keys generated are the same. As is visible from table 2, seed keys O (6, 38) and O (30, 3) based on the double point operation generated 10 and has a private key that is the same. If two adjacent nodes are assigned to the seed keys O (1, 2) and O (21, 10) or O (6, 38) and O (30, 3) , there is a connection between them. The simulation results also show that for a given private key ring size, when the network size n and seed key group size j have variable hours, the connected probability will increase according to the actual size of the network, the size of the seeds of the key group, and the practical ability of nodes to select a suitable private key ring size [33] . This will balance the node's memory overhead and computational complexity with the contradiction between the connectivity.
The contrast diagram in this paper shows the simulation curve of the solutions and the Shan. You can see the same network scale and the key group of the size. To achieve the same connectivity, the solution for the private key ring size is smaller, and the node memory overhead of this project and the amount of calculations are smaller than in the Shan scheme. Conversely, when the private key ring is equal and within a certain range, the connectivity of the scheme is better than that of the Shan plan. It can be seen from the figure above that when the private key ring size reaches 15 and above, the network can achieve the maximum connectivity [33] .
D. DEFENSIVE
First, the simulation simulated the WSNs was composed of 40 nodes. It then introduced malicious nodes in the network, and, under the attack of these malicious nodes [34] , the network's defense performance was tested. Defensive simulation tests can give a relationship between the number of malicious nodes introduced into the network and the probability of VOLUME 6, 2018 FIGURE 12. Network defensive simulation test (n=40).
FIGURE 13. Network defensive simulation test (n=60).
capturing the entire network. In the test, a group of malicious nodes were randomly distributed in the network to test the extent to which an attacker could successfully capture the entire network (n = 40). We establish different numbers of malicious nodes to carry out the simulation test of the two different attacks mentioned earlier, and record the number of times the network is captured. Figure 10 shows the defense effect curve obtained by simulating the scheme and the Shan scheme in the same environment. Figure 11 shows a comparison of the defensive effects of the Shan scheme and this program against different types of attacks, namely, brute force and random attacks, in a network of 40. The tests have shown that whether it is under a brute force attack or random attack, this scheme is better than Shan and it showed better defensive performance. Furthermore, it can also be seen that in this article plan attack testing, only when too many malicious nodes are introduced will the network be completely destroyed. For example, in a brute force attack, when the increase in the number of malicious nodes is more than 18, the entire network will be captured. Under the random attack, you need as many as 24 malicious nodes to join, and then the network will be fully occupied. It is visible that this scheme has strong defensive. In the Shan scheme, if a node is captured, the opponent may be in the line and the public can know the private matrix under the condition of the columns of the matrix by calculating the key to the exchange of adjacent nodes in pairs of public columns in the matrix. In this way, the adjacent nodes will also be attacked. In this scheme, however, attacks cannot be easily spread because the key is generated off-line and they are based on the value of the elliptical curve's parameters, and therefore under the same attack this scheme shows better defensive than Shan scheme [35] . Figure 11 shows the results of the network experiencing the two test attacks when the network size is n= 60.
From the results of the attack test shown in figure 11 , the defensive performance of the method of this paper is excellent, whether it is a brute force or random attack. In the Shan scheme, the defensive effect of the scheme under a brute force attack is even better than that of the Shan scheme against a random attack. In addition, when the network of size is n = 40 and we compare the test attack results, it can be found that by adding malicious nodes the Shan scheme will have a larger captured network [36] , and in this scheme, the network size n increased from 40 to 60. Therefore, if you want to conquer the entire network, you need to increase the number of malicious nodes to a little more.
V. CONCLUSION
This chapter highlights the redundant technology in Internet of Things and the importance of the safety aspects, introduces in detail the existing redundant voting algorithms, and describes the redundancy of two kinds of basic voting algorithms and three kinds of improved majority voting algorithms. The algorithm for the Internet of Things environmental redundancy design is studied. This paper expounds on the algorithmic redundancy design that needs to consider several factors and comprehensively consider all aspects in order to adopt the three modes of the redundant design of the algorithm. All three algorithms do the same thing, but their approaches are different (different languages, different programmers, etc.). An improved majority voting algorithm is proposed, and through the experiment with standard majority voting algorithm, the median voting algorithms are compared. It proves that the improved algorithm has higher accuracy and efficiency of output. The higher order voting algorithm proposed in this chapter also shows better accuracy and reliability in the comparison test, which provides a theoretical basis for the design of the fault tolerant arbitration module in the future.
In this paper, a mathematical characteristic of the elliptical curve in WSNs is presented to realize the efficient and safe key preallocation scheme. By setting the elliptical curve's parameters, we calculate the corresponding points on the elliptical curve that can be generated from a key group of seeds and from the seed key group that is randomly selected in the key distribution for each sensor node. Then, through the times of the elliptical curve point calculation corresponds to its seed key generated for each sensor node to the private key ring, the private key ring that was preassigned rationally before the WSNs is deployed to each sensor node. The simulation analysis and comparison with similar schemes show that the scheme has better connectivity and defense, which can provide effective privacy protection for WSNs' information transmission. The pre-allocation of secure keys based on the Internet of Things has broad application prospects.
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